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Entwicklung der IT-Landschaft —
Wandel der beruflichen
Kompetenzanforderungen



60%

By 2023, Over

60% of

enterprises

will deem o
networking as 82 A)
core to their

digital

strategy, up

from 20%

today. (1)

By 2022,
internet video
will represent
82% of all
business
internet
traffic, VR/AR
traffic will
increase
twelvefold.(2)

43%

Globally,

wireless

devices will

account for 63%
43% of all

networked

devices by

2022.(3)

63% of IT leaders
plan to put in
place advanced
networks that
can dynamically
meet business
needs within
three years. (4)

27%

27% of IT leaders
identified lack of
necessary skills as
a main obstacle
to transitioning
to an advanced
network. (5)



The Network is changing ...
Enabling IT to adapt fast and at scale

Virtualization & Cloud

Enabling new business models and
global scaling on demand

Technologies powering
digital transformation G Mobility

Secure access to business critical
applications and data
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Automation

Supporting over 4 billion users plus 10
billion loT devices

Distilling zetabytes (10’) of data to
find relevant insights

‘ Analytics & Al

[ ssure
Intent-Based Multi-Domain Programmable Networks
Networks Networking Drive automation, agility, and
Achieve business objectives using Unify and secure diverse scale securely
DevOps principles networking domains




Neue Anforderungen an die IT-Infrastruktur und die neuen Technologien

fordern erweiterte Kompetenzen (advanced skillset)

Digitale Geschaftsmodelle & -
architekturen basieren auf Software-
defined-Network (SDN)

Programmieren wird integraler
Bestandteil flr Systemadministration

Automatisierung und Virtualisierung | ! Wireless-Technologien verdrangen
breiten sich in alle Netzwerke aus kabelgebundene Netzwerke

Wachsende Sicherheitbedrohungen
verlangen neue Fahigkeiten

Netzwerk Device-Management
entwickelt sich von CLI zu API

Employers expect foundational IP skills and breadth of

knowledge from network admins
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Automation — Save time, less mistakes

Example Business Intent:

“Disable all network access ports after 30 days of inactivity”

Manual (for EVERY switch) Automated (run the code once)

@0 ® 7 bbezaire — -bash — 80x24

# ... some core removed for simplicity ...
for switch in my_network:
for interface in switch:
if interface.is_up() and interface.last_change() > thirty_days:
interface.shutdown()
interface.set_description("Interface disabled per Policy")
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Troubleshooting — Check a single source

Example Business Intent:

CyberOps request - “Where is 10.1.2.3 in our network?”

Manual (repeat for many locations) Automated (code checks for you)

D bbezaire — -bash — 80x24

import requests

ip = input("What IP you want to find? ") # 10.1.2.3
a = {"X-Auth-Token": “..."}

r = requests.get("http://APIC-EM/api/vl/host?hostlp="+ip, headers=a).json()
print(r)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Stone Age
Spanning Tree
VLANS

The Fou

and/or its affiliates. All 1

Bronze Age

Routing Protocols
WAN Design
IP-magedon

The Renaissance
SDN
OpenFlow
Controllers
Overlays
MP-BGP
VXLAN
Micro-Segmentation
White Box

r Ages of Networking.....

ghts

Programmable Age

Cloud
Python
REST / APIs
NETCONF / YANG
“Fabrics”

Network Function
Virtualization (NFV)

Containers
DevOps
NetDevOps!



Beispiel: Meraki Dashboard und Datenanalyse
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Usage over tm bast wowk: 2.06 TB (1.57 TB mcwived, 407.38 GB seet) | This nwtwork: 716,83 8 (, 686,06 08,
130.77 68)
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Meraki MR Meraki MS Meraki MX Meraki SM
Wireless LAN Ethernet Switches Security Appliances Mobile Device
Management

cisco © 2020 Cisco and/or its affiliates. All rights reserved.



Beispiel: Dashboard API

List devices in the network GET /networks/:networkId/devices

Get device information GET /networks/:networkId/devices/:serial

Get device clients GET /devices/:serial/clients

Get SSID information GET /networks/:networkId/ssids

I'c||lslcl:loh © 2020 Cisco and/or its affiliates. All rights reserved.



What Does Digital Transformation
Mean for Networking Careers?

Programming skills becoming essential to
network admins

Technologies
powering digital Soons s etk comare.
transformation
require new sccens netmork PR
skillsets

Expanding security threats require new
analytics and corresponding skills

I I ‘ P Networking Academy
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NIST Cybersecurity Framework

Discovering Vulnerabilities

Modeling Risk
Suggest mitigations

NIST Cybersecurity

Framework Functions (v1.1)
www.nist.gov/cyberframework

« Preventing Intrusions
« Hardening systems
« Securing, Implementing

» Detecting Intrusions . o
security policies

* Monitoring, analyzing
» First response
|
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Neuordnung der IT-Berufe
und Networking Academy



Cisco Networking Academy
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Courses Develop Networking Professionals

EXPLORATORY FOUNDATIONAL CAREER READY CERTIFICATION AND EMPLOYMENT

- = ——

Intro to loT PCAP: Programming CCNARouting & CCNA Certification Promising
Essentials in Python Switching Curriculum Security opportunities job prospects

Intro to Cybersecurity 1283

NDG Linux Essentials

loT Fundamentals:
Connecting Things

Start with technology Move on to fundamental Learn how networks operate, Delve deep into networking security, Stackable certifications attract employers, and
awareness and career principles, procedures, and from protocols and services focusing on design, implementation our career programs help connect students to
discovery. practices. tonetwork management. and protection of secure networks. jobs.

cisco. Networking Academy




Networking

Academy Kursangebot der Cisco Networking Academy www.netacad.com
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Get Connected ] IT Essentials =
——————————
Linux Linux > i \P i
Unhatched | Essentials r ozl “1 sl

W_ [ —
Introduction to Networking { o LY - -
Packet Tracer Essentials ] I CCNA R&S (1-2) > CCNA R&S (3-4) CCNP R&S (1-3)

Networking
Mobility
Fundamentals
Introduction to Cybersecurity CCNA
Cybersecurity Essentials Security
Security

CCNA Cybersecurity

\ Operations

Introduction to Connecting l \P Internet of Things 3 Big Data & Hackathon
Internet of Things Things ] l 'l Security Analytics Playbook (ETW)
Internet J

of Things

Smart Grid Internet of Things
Essentials Datacenter
~N -~
Explal
Programming s REST APls & Cisco O o @ oo verigon
Essentials Python Spark (ETW)

D Foundational 0 Instruktoren-Qualifizierung

Grundiagenkurse notwendi
H Programming _
Programming e () comersesss @ Gors nasvenniens
Cisco Certified
r Programming Advanced CCNA ok As: kestengflichtiger Kurs
Essentials C++ Programming C++

Cisco Certified

CONP {ork Professional @ vorers
Emarging Technolagy

ETW : — fohiene Grundl

Kontakt: Cisco Networking Academy Deutschland | WETZTED SrmpimEne BndEae
1 Kurfirstendamm 22 - D-10719 Berlin
BUSII'IeSS [ Be Your Own Boss ] I Entrepreneurship I E-mail: netacad-deutschland@cisco.com —>  rotwendige Grundiage
Web: www.netacad.com/web/de ) L Stand: Januar 2019 }




NetAcad Cybersecurity
Courses

N

Personal protection
+ career discovery

(, “ Introduction to

Cybersecurity
Certifications and
Employment

-

Certification opportunities
+ promising job prospects

Cybersecurity
Essentials
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loT
Security
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Learn practical tools to
evaluate security risks &
mitigations for loT
solutions

CCNA
Cyber Ops

CCNA
Security

vl Networking
cisco Academy

Essential principles,
procedures, and
practices

Design, implementation
and support of security
for networked devices

Delve deep into
networking security,
focusing on protecting
existing networks
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